§363.14

has the authority to act alone on be-
half of the entity with regard to the ac-
count.

[74 FR 19417, Apr. 29, 2009]

§363.14 How will you verify my iden-
tity?

(a) Individual. When you establish an
account, we may use a verification
service to verify your identity using in-
formation you provide about yourself
on the online application. At our op-
tion, we may require offline
verification.

(b) Entity. When an entity account
manager establishes an online account
on behalf of an entity, we may use a
verification service to verify the iden-
tity of the entity account manager
using information that the entity ac-
count manager provides about himself
or herself on the online application. At
our option, we may require offline
verification of the entity account man-
ager. At our option, we may require
any evidence we deem appropriate to
verify the identity of the entity.

[74 FR 19417, Apr. 29, 2009]

§363.15 What is the procedure for off-
line verification?

In the event we require offline
verification, we will provide a print-
able verification form for the indi-
vidual account owner or entity account
manager to sign. The signature on the
form must be certified or guaranteed as
provided at §363.43, and the form must
be mailed to us at the address provided
in §363.5. We may require documentary
verification of an entity as we deem ap-
propriate.

[74 FR 19417, Apr. 29, 2009]

§363.16 How do I access my account?

You may access your account online
using your account number, password,
and any other form(s) of authentica-
tion that we may require.

[72 FR 30978, June 5, 2007]

§363.17 Who is liable if someone else
accesses my TreasuryDirect® ac-
count using my password?

You are solely responsible for the
confidentiality and use of your account
number, password, and any other
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form(s) of authentication we may re-
quire. We will treat any transactions
conducted using your password as hav-
ing been authorized by you. We are not
liable for any loss, liability, cost, or ex-
pense that you may incur as a result of
transactions made using your pass-
word.

[72 FR 30978, June 5, 2007]

§363.18 Is Public Debt liable if the
electronic transmission of my data
is intercepted?

We are not liable for any interception
of electronic data or communication.

[67 FR 64286, Oct. 17, 2002. Redesignated at 70
FR 57434, Sept. 30, 2005]

§363.19 What should I do if I become
aware that my password or other
form of authentication has become
compromised?

If you become aware that your pass-
word has become compromised, that
any other form of authentication has
been compromised, lost, stolen, or mis-
used, or that there have been any unau-
thorized transactions in your account,
you may place a hold on your account
so that it cannot be accessed by any-
one, and you should notify us imme-
diately by e-mail or telephone. Contact
information is available on the
TreasuryDirect Web site.

[72 FR 30978, June 5, 2007]

§363.20 What do I need to know about
the forms of registration that are
available for purchases of securities
through my TreasuryDirect® ac-
count?

(a) General principles. (1) Registration
must express the actual ownership of,
and interest in, the security. Registra-
tion conclusively establishes ownership
of a security.

(2) You must provide a last name and
a first name for each individual in-
cluded in the registration of the secu-
rity.

(3) You must provide the valid tax-
payer identification number for each
person named in the registration of the
security.

(b) Forms of registration for individ-
uals. The forms of registration avail-
able for individuals for purchases of se-
curities made through your
TreasuryDirect account are single
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